As Generative Al becomes more conversational, adaptive, and personalized,
concerns have emerged about its ability to influence human behavior. Scholars, policymakers, &

LINGUISTIC DARK PATTERNS IN GENERATIVE Al
technologists have identified a growing range of “manipulative Al tactics,” including emotional nudging,

® ® social pressure, urgency framing, sycophancy, authority cues, and confirmation shaming. These
Man Ip UIatlon l i un te r strategies blur the line between helpful assistance and covert persuasion.

Detection Accuracy by Tactic

Lower accuracy means the tactic was harder for players to identify
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Main Flow (Steps 1-3)

“ Netlify Backend
Can everyday users (Frontend) (Render) = k
- e . Al Undercover: The Manipulation Hunter
: React A ,
reliably detect S Coenarioe ¥l o) PRI o corecrow [N | was created to address this research gap
i | (supabase) g ‘ by offering both an educational
Manipuiative 2. POST fcomments (JSON) o experience and a data-driven

; . ' measurement tool. The system exposes
conversational tactics users to diverse Al generated scenarios

embedded in Al DovmipesiEloR (Steps 6) and evaluates their ability to classify
manipulative & non-manipulative tactics.

outputs | (Renden .
4. GET /download-comments | The game deS|gn '
and thereby safeguard e e S e | supports real-time ~ PLAY THE GAME!

Query & Convert Supabase |

£ 6. Downloads comments.csv f to CSV (PostgreSQL) | experimentation, —
their own autonomy? ‘ | capturing user 2 "'El

judgments under
time constraints,
Hidorwices uncertainty, and

[1] Albladi, 5. M., & Weir, G. R. 5. (2020). Predicting individuals' [4] Commission Nationale de I'Informatique et des Libertés. (2019, [7] Gunawan, J., Pradeep, A, Chofnes, D., Hartzog, W., & Wilson, C. (2021). ~ [10] Li, M., Wang, X, Nie, L, Li, C,, Liw, ¥, Zhao, Y., Xue, |, & Said, K. 5. = [13] Mathur, &, Acar, G, Friedman, M., Lucherini, E., Mayer, J, Chetty, M., Va r i n d iﬁi C u It
— ra O I I I e r ry’ vulnerability to soci |mgm g in social networks. Cybersecurity, 3, January). Shaping chaices in the digital world: From dark patterns A comparative study of dark pattems across mobile and web (2024). A& comprehensive study on dark patterns (arXiv Preprint E Marayanan, A. (2019). Dark patterns at scale: Findings from a y g y
7. hetps:/idol.ong 10,11 400-020-00047 to data pratection: The influence of UX/LT design on user modalities. Proceedings of the ACM on Human-Compuler interaction, arXiv:2412.09147). cravd of 11,000 shopping websites. Proceedings of the ACM on

[ ]
C a N d I C e L e e empawerment (IP Report No. 06). S(CSCW2), Article 377, https://doi.org/10.1145/3479521 Human-Computer Interaction, 3{CSCW), 1-32. I eve I S
I [2] Brignull, H. (2021). Deceptive patterns: The definitive guide to hittps://doi.org/10.1145/31359183 =

understanding and defending against deceptive U, Self-published [5] De Freitas, J., Uguralp, Z. 0., & Uguralp, A. K. (2025). Emotional [8] Idrees, A, R., Kraft, R., Mutter, A., Baumeister, H., Reichert, M., & Pryss, R. [11] Lu, W, (2024). Inevitable challenges of autonomy: Ethical concerms

S u n aya n a H a Z a ri ka maniputation by Al companions _tHarvard Etrsfm!if ?hﬂd Working {2024). Persuasive technologies design for mental and behavicral i personeized akgorkthmic decision snoking. Mumanities and Soskd
Paper Mo. 26-005). Harvard Business School. (Original work health platforms: A scoping literature review. PLOS Digital Health, i s ] i
[3] Calvo, R. A, & Peters, D. (2019). Design for wellbeing: Toals for published August 2025; revised October 2025) 3(5), 0000498 https://doi.org/10.1371 journal. pdig. 0000498 Sciences Communications, 11, Article 1321. [14] Shneiderman, B. (2022). Human-centered Al, Oxford University
. - - research, practice and ethics. In CHI E4 '19: Extended Abstrocts of the https:/fdoi.org/10.1057/54159%-024-038 Press, https://doi.org/10.1093/050/9780152845290.001.0001
UW iSchool - UX Research & Ethics in Al P e S e P (6] E¥Sayed, S, b, €., McCroskery, & Keelng, G Kenton, Z,  [9] Kran, . Nguyen, J, Kundu, A, Jawhr, S, Par, 1. & Jrewicz, M.
{Paper Mo, C15, pp. 1-5). ACM. JB:::“"E" Marchal, N""‘a“*'“"“'w"'?‘e‘: T""“T'LC"' 5., Frankiin, M., (2025). DarkBench: Benchmarking dark pattems in large language
https:/idai.ora/10.1145/1290607. 3298800 g =, L Rt L St Residin, ACH models. In Proceedings o H‘-‘e international Conference on Leaming [12] Malmaviet, L. [2024), Sycophancy in large language models: Causes  [15] i, W, & Li, Z. (2024). Mapping the scholar h|;| of dark pattem
e E:".EntE'T' s ‘2024! A "‘“"“"."m'b“"’.' Re, F' resenta tronstIELR 2025] D""-'-'“"”"‘*"-"-i“r-“ "-""3“'-“"'-" and mitigations. arXiv. https://arxiv.org/abs/2411.15287 regulation, arXiv. htt org/abs/ 0340
approach to mitigating harms from persuasive generative Al arXiv. x 128f5-Paper-Co s ek g T b s o »
https:/farxiv.ore/abs/ 2404, 15058



